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Abstract (Basic) : WO 9203000 A 

A digital representation of the document is transmitted from an 
originator to an outside agency. The outside agency creates a receipt 
comprising a digital representation of then current time, and at least 
a portion of a digital representation of the document. The receipt is 
certified at the outside agency by means of a varifiable digital 
cryptographic signature scheme. The temporal sequence of digital 
documents in a series is also clarified. 

ADVANTAGE - Reliable method of document verification for e.g. 
intellectual property uses. 



Abstract (Equivalent) : US 5136646 A 

The system protects the secrecy of the document text and provides a 
tamper-proof time seal establishing an author's claim to the temporal 
existence of the document. Initially, the document may be condensed to 
a single number by means of a one-way hash function, thus fixing a 
unique representation of the document text. The document representation 
is transmitted to an outside agency where the current time is added to 
form a receipt. The agency then certifies the receipt by adding and 
hashing the receipt data with the current record catenate certificate 
which itself is a number obtained as a result of the sequential hashing 
of each prior receipt with the extant caternate certificate. 

The certified receipt bearing the time data and the catenate 
certificate number is then returned to the author as evidence of the 
document's existence. In later proof of such existence, the certificate 
is authenticated by repeating the certification steps with the 
representation of the alleged document, the alleged time data, and the 
catenate certificate number appearing in the agency's records 
immediately prior to the certificate number in question. Only if the 
alleged document is identical to the original document will the 
original and repeat certificate numbers match. 

USE - For time-stamping a digital document, for example any 
alphanumeric, video, audio, or pictorial data. 

Dwg.1/2 

US 5136647 A 

The system including for example text, video, audio or pictorial 
data, protects the secrecy of the document text and provides a tamper 
proof time seal establishing an author's claim to the temporal 
existence of the document. The author reduces the document to a number 
by means of a one-way hash function, fixing a unique representation of 
the document text. The number is then transmitted to an outside agency 
where the current time is added to form a receipt which is certified by 
the agency using a public key signature procedure before being returned 
to the author as evidence of the document's existence. In later proof 
of such existence, the certificate is authenticated by means of the 
agency's public key to reveal the receipt which comprises the hash of 
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the alleged document along with the time seal that only the agency 
could have signed into the certificate. 

The alleged document is then hashed with the same one-way function 
and the original and newly generated hash numbers are compared. A match 
establishes the identity of the alleged document as the time shaped 
original. In order to prevent collusion in the assignment of a time 
stamp by the agency and thus fortify the credibility of the system. 

USE - For time stamping a digital document. 
Dwg. 1/3 
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10 ■tLT*fP*Ka*Hi*1»«ktT*. 

[0 0 2 4] 

Sifc, tt*JS2T«, H*«l©*feC*J^T. WE 
»fflX§K;-^[6HtA^-»yjiS3ifflLT. ffi£4g& 

wpjm!I4*ic ±*a««ff»ffl4©a*#* t 

15 WLt?Z>. 
[0 0 2 5] 

»*^3Tii. IS#gu©£i£K*3HT. ME 
«Wiffftli|*«C±*««*Eff*l!l4KJ:-3T^tt< 

20 wMaafcioTHBimmfcsaa^-^sfMW* 

[0 0 2 6] 

»*3«4-CJ4. H*)|3©*ttK*V>T, MB 
25 *MMt < 1 1> 1 #©ftlllflW1.aHi«««6B*»ttEa:n* 

fc£a»7 f -*s«u«'r*t>©T?»:>T. ^©ftinw 
ft*«««ft«wi©fc»©AAa». EU»K«£Sttin 

T»enai*sn*:»fi[ss©^«t< tt-SBft-Tifc-s 
30 d«h*^is<h-rs. 

[0 0 2 7] 

[3893©*iS©Jg<i] 6TF. *56iJiK:#*»c£:S:*£* 
-f A**>:/£«8£fci¥T2Fi£©5li6©»ffi*B 1 ~E 

35 [0 0 2 8] 

Kffr*J6©«*w*a©*nH-cr. 

[0 0 2 9] 

40 mint ST. fftsn©£:£±. a«nfcft*H*tt±e© 
ie^t * -a a« mtrj y << - 1 > tc <fc ? xtm 

S ft «MX J: ? T 7 * 'J * fMUHHWM. 405, 829 
^THfTSnfc^M©tt©^ST-r. jrXttMtfSIRlC 
45 a*Hftttft*ft#fcA«*tt©*©£ttTt>Alr»©"r' 

fc*>i^5i2gu, saKw»taTfltB-r*fc»cii 
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[0 0 3 0] 

T^Ax*>7**ar*£«Dk*3te£eftaT*t> 

Time' s glory is to calm contending kings, 
To unmask falsehood, and bring truth to light, 
To stamp the seal of time in aged things. 
To wake the morn, and sentinel the night, 
To wrong the wronger till he render right; 
The Rape of Lucrece 
[0 0 3 1] 

<fct>T$tfS©128fcfy h 7 hOigcHKKA •;/->;* 
nST**. £©Hktel6iiJ£T«ef6dfdcd833f3a43d4515a 
9fb5ce3915t&0 3;-r. \QQ0Afri?UZ>W%1ttft ©tT 

*S{*ttfc3»*a»23"e*v-fe-5> (ID K.H K) : 

172, ef 6df dcd833f3a43d4515a9f b5ce3915 1 iTyXfi* 

SHUT, Sffllx*T. 

[0 0 3 2] 

HB25T. fcfcittfl32fc»r»3S«M* 

£»DK©g«»«5Bfrb9rr. H«D«pja©B«H. * 

te1-*fc»fc. «»aWW-OI**JO*«P32e?;h**i: 
XfcfcJ:****. &i*.tfl990*3JilOBi"J=5>¥ 
*^«Fl6:37:4l©«k*>(C-&«e>SC:i: t>-t?#^-r. -til"* 
tgaSttBtfU ( r k, tk. IDk, Hk) Sfl^-T* H <fc Kfc 

o*-r. 

[0 0 3 3] 

d©,£T'. &©lMX£ffij£©3c*t^;*>M;:&e> 

SFTttHKfc TRSAj mzmtLTtoztiT^z?) -c 
-r. ^ne©7*Dy^#*tt^©^RSAftTa*$n, 

8tyhC«6*ft*m Jrt-**»JII©«afctt* 

ffili&fg© 8 tf y h t ft 0 . H O bf y htt 1 6Jt ttT tt 2 
^©^tff^Vjl/OX^Ji&DST. Wt, 1tt 
tf. 1 28 tf y h ©XfcA y ->Hk«£&© 8f7K -T 
ftto-50001 OlOlT^Sn, dnttl65iJ£T«15<h#fr 



n*T. HftKUT, IDk©172«1010 HOOt?, 16il£ 
T«ac£ft9£-f. *B©tr*Sfrfeto^T. «*J** 
tW451t*«*n-5tfiSlx*Uj:3. SS#^132« 
84t**an*f. E©j*TaS»©R?!l < r k, tk. ID 

05 k,Hk) «8451acl5i&9S;l,fc. 

[0 0 3 4] 

ddT, utHlI©X»Dk- 1 tt^X*Mfc±-3T1990^ 
3fllOB16:32:30Jw ( t k- 1 ©3US«64) £$11201, d 
2d67232a61d616f7b87dcl46c57574tLT5aa$nfc<h(5 
.10 £L£LJ:3. ai^T^XBHttllttSOy-^SDk 
\zm-*&W&»MVzMK.T> 16itS©*^. 8451acl5 
64c974. £f£9irf. £ ©SStRkK^DkCfcrT 
Mt. -tftEt fit C tt»#AfcM)ka<#fc L fc t # ft 

15 5C©(S3ett, *|©»#AI-l!W«IKW»ck-l* 
«»U *ft#tk-ltt*#tt-2©fI9»fc*«U 

>f*nfcWr*j©7 s -^ tk-2©««-e**i«3e 

[0 0 3 5] 

20 ^X«H«»X»Dk©Sa»**lifc»ffLfci:4:t* 

*6*u ans29T?c©sa»tt»«Akt:a«snTg 

SHK«Sfc«IIB^SckiftOS-r. ±©±5 CUT 
#enfcy^-^S-ffiVV *fc*X«Htt-Hii3;TRSAg 
25 ^tt-feyh 

<n, e>=<43200677821428109, 191> (&P8) 

<n, d>=<43200677821428109, 29403602422449791> 

mm) 

*l#t?frntf. Rk, 8451acl564c974, fc*fr-5a£# 
30 Sa^Sti 

Rd mod n=39894704664774392 
tthff^ns-pU.k^. **Ak#>C©E91ftck&Rk© 

35 c ke mod n=Rk 

tt&Z, ^t*>6, RkttjllBtXSOAy ->HkSr*STS 

[0 0 3 6] 

40 ^©ffi¥ft i u >*©«©*irrf|s&*ifcEW»tt2 

•DkC^-^-CWHWtBftSnSCT. g#Ak- 1 left 
LT. ££Dk- 1 tlX*Dk©^©*&QWfcl*ffl&i 

e.^c©-cttft t> t v » 3 «iitt«sft t 
Ak©K«»*«ei«tfta*ft&x»Dk+ 1 a»&©5*-* 

«a?ft. Aka*±3if s^-fAx^yssubirr. n 

U»**#*»JttfcLTtt, AklCAk+ 1©***A. Ak 
*«■©£#!&» S 1 'J >^SE^®ck+ 1 *»S*Hk*-&tr 

50 ©WO^-^t^trSaiEWSftRfTfSJiiCTi 
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[0 0 3 7] 

&a«s*K:a«n&* >A-*»^^*H (SfcteSEA) 

^&£«fK££*l&^©Trra*. £©0!ITte. fliimiO 
00AO##£"&*. -£©lDteO&UL999T. ^-fAX 
* >y©»^14*«5J:T-5©Ctt 3 A©SEAtf*^tltf£ 
^tfi^USUi'S. H©fllTtt*;MiH©tJ— 

ffl^6tlfcAu/-»^BIft. md4, A^CTt. ffiS© 
&|S£32T?. *#fift*&3A©KA£Ktt**»lcatt 
ft*»HR©~«£LTffl^&nTV»* 

r. »«©*fcwi;<, »#ttx»*^x««^. 

T : 

172,ef6dfdcd833f3a43d4515a9fb5ce3915 
[0 0 3 8] 

^X«Htt, C©£»Ay5/»JU£*lU© 
KA©«M#^*fP«atbT»V»..a»35-C. XKS 

ID= [md4 («) ] mod «£#©*££) 

26f54eae92511dbb5e06e7c2de6e0fcf 
ttl28ty r-©&£38L, -e©modl000^487-e, 

tttl. C©«©Ay^«jR**2©a«©il*tettoT 

882653eeO4dl6blfOd604883aa273O0b 
£f#£T#, £©modl000«57n?. £tt#S£2 ©SEA© 
ID-el". Cl©ft-gS:tH)>IU IttOiCAyi/SIKtt 
oT£&©SEA£598<i LTgtf *f Cntt2fe8768 
ef3532fl5c40acfl341902cle modlOOOTT. 
[0 0 3 9] 

gfg37T?, ^X«IH«g«!)©*iS»©¥L*^ne)3 
AWKAO-tn-enCiilO, 8Pg38T, KAtt#flC-t 
©B#©^J©Xx-h^>htID^ln^, £-5LTT*# 

fc7-t>^;H/T*#fc«*t*3i»'b»ft**A/. SEA© 

a« fc s fc o TSgflaasft 5 z £ »fl Att&a 

A^^>^EM©iWffc*«©l»«©BA*«-«"r* 
&*lca*bJ:3fcK*S©fcffl*3£^5JM*Sa»* 

tt*BA©Bft«B#ifc:±0. *«AtX*«flA-rttA 
«&EAfcffltt±3i-r«tt**«b<L*-r. 
-»©B9l«tt. i«*©.fc3K*6*BeLT. SfcfcU 



T»©K9iKtt*.*1\ 

[0 0 4 0] 

E4©sisi , 4i©<k'5i', ^-r A7.^>y^miT©am 
05 j&orr. was©*^. c:©*ii3tiittx*ik*s:f- 
©ffi©»©t>©©»ew&^sfctt*^-p*-5*>t)Ln 

S--8-A/. C©^«l4t*©J:5ftfiS©X«t»UTfeffl 

USttSTtf, filT©?lffltt^-1'AX^>7 p Lfc^3tl : 

10 Dkfcftfl-tftSLarr : 

...the idea in which affirmation of the world and 
ethics are contained side by side. ..the ethical ac 
ceptance of the world and of 1 ife, together with th 
e ideals of civilization contained in this concep 

15 (...truth has no special time of its own. Its hour 
is now — always. 
Schwei tzer 
[0 04 1] 

20 mm^ttztb\Z, 0SJAtfmd4&TBEfil£tl£-r. &g£ 
T?H£ftfcttS©KR42TjS£ns,fc'5K:, 

ST 

ee2ef3ea60dfl0cb621c4fb3f8dc34c7 
25 fcfcD*T. C©jfiiT3t*bT***-r*«. 

netlSl 6ag^©ffi©ft«£;Ktt*£91©$lkK:ft 

Tatfttfccfts©a©£©»# *>*&«»©*«*« 

30 [0 0 4 2] 

lO0OA©*#1ttff©4'-ca»J#-%IDk*i634T»**# 
Ak*», fttt43T3'X;rA©j':*aBtC. £tT©B«/y 

■fe-3? (IDk.Hk) TT. £»fc*-f AX*>7 p £ffrr<fc? 

sau x«*a«L*-r: 

35 634, ee2ef3ea60df 10cb621c4fb3f 8dc34c7 

&pg44T. ^XfllHte. §S^a^##^rk. {sjxtfl 
328, t-€-©B$©^J t kW^SJD^TXSDkOSaS 
SffOSrr. £©l$M©&*»«]UI©ieff-©l$a©B 

*2a*w*»"b»n"i*. *fc»;MM*»fc*-f a*3'>:/ 

40 K9»*«*Sfca*SJ:3fc. #KX*©3i*T?. 
tfl991^3/l 6 B^'J=y¥^19:46:28T»S^'b4ll 
n**^ HOI*, gS»«&?iJ (rk, tk, IDk.Hk) £ 

1328, 194628GMT06MAR91, 634, ee2ef 3ea60df 10cb621c4f 
45 b3f8dc34c7 

[0 0 4 3] 

*^Bji-±n«, c©r»©*:*&b©ebi*. a*. 

«, *©»©B«WHt*+©fta***iAy->bT 

so TSftioit. «fl©sa*i8«T©aiR*£*s 
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fc©-er. &*g©saa (rk=i) T«sss»i«ow 

[0 0 4 4] 
filck- 1 

26f54eae92516blf0d6047c2de6e0fcf 
£ft-pfc<!:<K£L;§;L.fcS. ^«I©S|5i45T, *X»B? 
tit Z. ©M<iDk©§aS£»«8UT 

26f54eae92516blf0d6047c2de6e0fcf, 

1328, 194628GMT06MAR91. 634, 

ee2ef3ea60df 10cb621c4fb3f8dc34c7 

•y->£*iT. «u»Kw»E«*R«cki:LT 

46f7d75f0fbea95e96fc38472aa28cal 
[0 0 4 5] 

tiraT©En*B«*Mtt<b*< snrr : 

: 1328 
tt«AI»BiJ#^:634 

^fM : 19:46:28^'J=5?sp^ 

Btt: 199l¥3E6B 

E?U§& : 46f7d75f0fbea95e96fc38472aa28cal 

c: ©¥W2£r *miic «k o te*&© * -r £ x 9 yfm® 
©«*aosanrr. Ak+i*»s*©s»««/Nys/* 
nfc^Hk+ i©x» 

201,882653ee04d511dbb5e06883aa27300b 
T1991^3E 6B:7U-i>¥^l$l9:57:52tCga3*1fc 

46f7d75f0fbea95e96fc38472aa28cal, 
1329, 195752GMT06MAR1991, 201, 
8826S3ee04d511dbb5e06883aa27300b 
ifcO, Ak+ 1 UgffSftSEHVtt 
Ma§^ : 1329 
ft«A»JS^:201 

H#8J: 19:57:52^U-v'¥*S)Nf 

Btt: 1991^3£6B 

2EBJ1#& : d9bblblld58bb09c2763e7915fbb83adi: 

u Q nr. 

CO 0 4 6] 

ff*. *#Ak+ 1 *iX*Dk+ 1 »**X*HK:J:t3T19 
91^3 B 6 B19:57:52(C§SI$nfctlE^U«k'5tatJ 



1328©a^S^»Mck: 
46f7d75f0fbea95e96fc38472aa28cal 

05 £*1fcl$©fl5. iPSAtyvC^iftSft. ^©{iftfcH' 

^©ffi©Ak+ l©H$8KSBffi©x-*£a&3*aa; 

T. BH©X»*«**T**ltf, 

46f7d75f0fbea95e96fc38472aa28cal, 

1329, 1 95752GHT06MAR1 99 1 . 201, 
10 882653ee04d511dbbSe06883aa27300b 

tttD. JinSAy->**i£U>EW»B*a*Ml 

d9bblblld58bb09c2763e7915fbb83ad 

iAm, W«©X»tim+ lT&SEitfEWStt* 

-f. *fca:wn«. Bkir**ifcX»ttAy*>sn«tjt 

Ufc"b©tt. «a*^1329©KM»ce«©ittat>«: 
EH*IB«a«££ a o s-r. 

[0 0 4 7] 

20 iTck+ 1 %>5S:^L/fc©T«!&V^tVi5J:5&Wft 
tt, *X*H©Eft*SB*SftSAk©EW»£iiai3 
WfcAyS'L&XftWSbnT. *©«©, HM 
i35soTlr»«K9l»IIck+l*mWU*-r. *>L* 
©«*tJEUW*lttDk+ 1 ttEHSnSUfc. giJffitbT 

25 it, KBJSMck+ltt. Ak+2©EH*tt£atii3ft 
fcX»*&*©EW*E«MMIck+ 2 £i?it3¥LT 
EESftSif. ^^©tt. febck+ 1 OT)k+2£& 

a#^i330TfflaLfc«f©t>©tHi:Tft:ttn«. &© 

XS*«*bT c k+ 2 t |ej LHt£#-5«k 5 1'-T-S H t 
30 \ttv!&t£fr*>~zr. 
[0 0 4 8] 

m 5 K«asa*iTt»* fc-p t-«w^E®a^©^«i 
Tii. tt*T*5'U- i -x©x»*». ftsnsgK, tut 
©t'TSfcte^xtiWT, fflasnsf. rphsitw;, 

*w*»#&tt. §W52-Ctt. W©3t«SrfflabTften 

^nTKPg54Ta^^ti55>:©3tsic®ffl$n*i-. 
^©Maaf©55, 56«^©3t*^sicigffl$n. c:©^ 

HiB©n¥&K9J 

45 [ED £»^AX*>7©S*H*£li©fl£*lElT 

r. 

[0 2] iro^JiOJWWfcaiMllCftftHT-r. 

[S3] r©?)i© ! b5-'P©^M/«tiijfi«aj©ffin 

0TT. 

50 [04] ^-fA^^>^)H©ifi©*lfiW©«£n0T 
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